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The Situation

® Data is mysteriously wrong/missing
® Legal is asking for records

® Who, when, how?
® How to respond?

® CYA with proof!




Application-Level Logging

® Explicit

® Tedious

® Easy to miss something

® Not always consistent

® Increases development time

® Better alternative?



Database-Level Logging

pg_audit https://github.com/jcasanov/pg_audit

pgtrail http://code.google.com/p/patrail/

tablelog http://pgfoundry.org/projects/tablelog/

Audit trigger 91plus
http://wiki.postgresqgl.org/wiki/Audit trigger 91plus

Half-baked home-grown solutions?
| wanted something better.


https://github.com/jcasanov/pg_audit
https://github.com/jcasanov/pg_audit
https://github.com/jcasanov/pg_audit
http://code.google.com/p/pgtrail/
http://code.google.com/p/pgtrail/
http://code.google.com/p/pgtrail/
http://pgfoundry.org/projects/tablelog/
http://pgfoundry.org/projects/tablelog/
http://pgfoundry.org/projects/tablelog/
http://wiki.postgresql.org/wiki/Audit_trigger_91plus

Our Application

® 80,000 users

® 1TB database

® 450 tables, 3200 columns

® 14 million daily page requests

® 8.5 million daily database updates
®99.999% uptime SLA



Wishlist

Extension-based

Space-efficient, organized logging
Per-column control of logging
Attach descriptions to events
Scalability to years’™ worth of logs
Export / import between log & files
Automated log maintenance

Easy recovery from mistakes



Cyan Audit - Logged Data

Timestamp
Name of table & column modified
Integer PK of row modified

® You do have integer surrogate PKs, right??

Application-level userid of responsible user
Transaction ID

Application-supplied description

Operation type ('I', 'U", 'D")

Old and new values (stored as text)



Installation — Part |

® Unpack extension tarball, “make install”

® Configure custom_variable classes
In postgresql.conf (9.1 only):

custom varilable classes = 'cyanaudit'

® Create extension

db=# create schema cyanaudit;
db=# create extension cyanaudit schema cyanaudit;

® Set up logging triggers

db=# select cyanaudit.fn update audit fields();
® Now you're logging!



Installation — Part ||

® Install cron jobs to rotate and archive logs
® Set your database-specific settings

alter database mydb

set
. Set
. Set
. sSet
set

cyanaudit.

cyanaudit
cyanaudit
cyanaudit
cyanaudit

archive tablespace = 'big slow drive';
BoEicie feciole = VlECaEiay

.user table uid col = 'entity';

.user table username col = 'username'
.user table email col = 'email address

y Add cyanaudit schema to database search path

alter database mydb
set search path = public, cyanaudit;



Post-installation

¥, jehsom@moshe (pts/11): ~

myclb=# “drds
Li=st of =ettings
Settings

I

e

| cyanaudit ,uzer_table=

| cyanaudit ,u=zer_table_uid_col=

| cyanaudit ,uzer_table_email_col=
| cyanaudit ,user_table_username_col=

| =zearch_path=public. cyanaudit

| cyanaudit ,enakbled=1

| cyanaudit ,uid=-1

| cyanaudit, last_txid=0

| cyanaudit ,archive_tableszpace=pg_default

+ 4+ 4+ + + + + +




Post-installation

¥, jehsom@moshe (pts/11): ~

myclb=# “drds

Li=st of =ettings

Fole | Datahaze Settings

I
e ——
| cyanaudit ,uzer_table=

| cyanaudit ,u=zer_table_uid_col=

| cyanaudit ,uzer_table_email_col=
| cyanaudit ,user_table_username_col=

| =zearch_path=public. cyanaudit

| cyanaudit ,enakbled=1

| cyanaudit ,uid=-1

| cyanaudit, last_txid=0

| cyanaudit ,archive_tableszpace=pg_default

+ 4+ 4+ + + + + +

mycl=# create tablespace bigdrive location 'Amntdbigcrive’:

CREATE TRBLESPACE

myclk=# alter databaze mydb s=et cyanaudit.,archive_tablespace = bigdrive:
ALTER DATABASE

mycb=4# [




Selecting what to log

® Upon installation,
all fields are enabled

® Consider high traffic fields [N
® tb audit field has
N - THINGS

one row per table/column A“@
"active" boolean controls logging for a column

select fn update audit fields|()
reindexes fields after DDL

® Disable logging for a session:
set cyanaudit.enabled = 0




Selecting what to log

¥, jehsom@moshe (pts/11): ~

mycl=# “d th_holkby
Table "public.th_hokbby®

Column | Type | Modif iers
________ e
biokby | integer | not null
label | character warging | not null
Indexes:
“th_hobly_pkey" PRIMAEY KEY. btres (hobby !
Triggers:

tr_log_asudit_event_th_hobby AFTEE IMSERET OR DELETE OF UPDATE OM th_hokby FOE
EACH ROW EXECUTE PROCEDURE fr_log_audit_ewvent_th_hoblby:

mycb=4# [




Selecting what to log

¥, jehsom@moshe (pts/11): ~

mycl=# “d th_holkby
Table "public.th_hokbby®

Column | Type | Modif iers
________ e
biokby | integer | not null
label | character warging | not null
Indexes:

“th_hobly_pkey" PRIMAEY KEY. btres (hobby !
Triggers:

tr_log_asudit_event_th_hobby AFTEE IMSERET OR DELETE OF UPDATE OM th_hokby FOE
EACH ROW EXECUTE PROCEDURE fr_log_audit_ewvent_th_hoblby:

myclb=# =zelect #* from th_audit_field where table_name = 'th_hokbby':
audit_field | table_rname | column_name | audit_data_type | table_pk | active

5 | th_hobby | hokby I 1
B | th_hobby | lakbel I =
L2 rows?

mycb=4# [




Selecting what to log

¥, jehsom@maoshe (pts/1): ~

mycllb=# “d th_holbby
Table "public.th_hokbby®

Column | Type | Modif iers
________ e
biokby | integer | not null
label | character warging | not null
Indexes:

“th_hobly_pkey" PRIMARY KEY. btres (hoblby !
Triggers:

tr_log_asudit_event_th_hobby AFTEE IMSERET OF DELETE OF UPDATE OW th_hokby FOE
EACH ROW EXECUTE PROCEDURE fr_log_audit_ewvent_th_hoblby

myclb=# =zelect # from th_audit_field where table_name = 'th_hokbby';
audit_field | table_name | column_name | audit_data_type | table_pk | active

5 | th_hobby | hokby I 1
B | th_hobby | label I =
(2 rows?

myclb=# wpdate th_audit_field zet active = talze where table_name = 'th_khokby';?
LUFDATE 2
myclkb=# |




Selecting what to

e, jehsom@maoshe (pts/0):

mycll=# "o th_holkby
Table "public.th_hokbby"
Column | Type | Modif iers

________ +___________________+___________
biokby | integer | not null

label | character warging | not null
Indexes:

"th_hobby_pkey" PEIMARY EEY. btres (hokby?
myclh=#




Selecting what to log

e, jehsom@maoshe (pts/0):

mycll=# "o th_holkby
Table "public.th_hokbby®

Column | Type | Modif iers
________ +___________________+___________
biokby | integer | not null
label | character warging | not null
Indexes:

"th_hobby_pkey" PEIMARY EEY. btres (hokby?

myclb=# vupdate th_audit_field =et active = true where table_name = 'th_hokbby' and
column_name = 'lakbel’;:

LUFOATE 1
mycb=# |




Selecting what to log

e, jehsom@maoshe (pts/0):

mycll=# "o th_holkby
Table "public.th_hokbby®

Column | Type | Modif iers
________ +___________________+___________
biokby | integer | not null
label | character warging | not null
Indexes:

"th_hobby_pkey" PEIMARY EEY. btres (hokby?

myclb=# vupdate th_audit_field =et active = true where table_name = 'th_hokbby' and
column_name = 'lakbel’;:
UFDATE 1
mycllbb=# o th_hokby
Tahle "public,th_hoklbg®

Column | Type | Modif iers
________ e
biokby | integer | not rull
label | character wvarying | not null
Indexes:
“th_hoblby_pkey" PEIMARY KEY. btres (hoblby !
Triggers:

tr_log_asudit_event_th_hobby AFTERE IMSERET OF DELETE OF UPDATE OM th_hokby FORE
EACH ROW EXECUTE PROCEDURE fr_log_audit_ewvent_th_hoblby ()

myclkb=# [




Querying the audit log

View: vw audit log

® Columns:
recorded | uid | user email | txid |
description | table name | column name |
pk val | op | old value | new value

® Millions of rows accumulate quickly

® Especially when you’re doing admin work and forget to turn off logging...

® Use indexed columns when querying:

recorded, table name + column name, txid



Example

e, jehsom@moshe (pts/0): ~

mycdlb=# =zelect =*= from th_thokboy;
I label
S
| Cooking/Foodie

| Outcoor Activities
| Trawel

| Mu=sic

I

I

I

}

Sports
Gardening
Crafts




Example

e, jehsom@moshe (pts/0): ~

myckb=# update th_hokby =et label = 'Makin'' 5Shit' where label = 'Cratts'}
LUFDATE 1

myclkb=# [




Example

e, jehsom@moshe (pts/0): ~

UFDRTE 1

mycl=# =z=lect
-[ FECORD 1 ]

recorded
id
user_email
tmid
description
tahle_name
co lumn_name
phk_wal

o
ald_walue
new_walue

myclkb=# [

myclh=# vupdate

th_hobby =et label = 'Makin'' Shit' where label = 'Cratts':

= from wvw_audit_log where recorded > nowi} - interval 'l min':

2014-05-17 10:43:59, 293434
8]

f 1l
106831907
i Ll
th_haobby
lakel

7

|

Crafts
Makin' Shit




Reconstructing Queries

View:
vw audlt transaction statement

Reconstructs queries effectively equivalent
to original DML

Columns:

txid | recorded | email | description | query



Reconstructing Queries

€, jehsom@moshe (pts/0):

myckb=# update th_hokby =et label = 'Makin'' 5Shit' where label = 'Cratts'}
UFOATE 1
myclkh=# =zelect * from ww_audit_log where recorded > nowi) - interval 'l min':

-l RECOFRD 1 ]--——-----————————
recorded | 2014-05-17 10:43:59,293484
Lid | O

user_email | tnull?

toidd | 10831907

dezcription | (null?

tahle_name | th_hoklby

column_name | lakel

phk_wal | 7

ap | U

ald_walue | Crafts

new_walue | Makin' Shit

myclkb=# [




Reconstructing Queries

&, jehsom@moshe (pts/0):

myclh=# =elect # from ww_audit_transaction_statement where txid = 106831907
-[ RECORD 1 J--—----—————— =

towid | 10e231907

recorded | 2014-05-17 10:d43:59,2938484

uzer_email | {null?

dezcription | {null?

LIS | UFDATE th_hoblby SET label = '‘Makin'' Shit'fivarchar WHERE hobby =

Tlrrintd:

myclhb=# |




When You F*** Up...

® We can reconstruct queries...
Why not reverse them?

® fn undo transaction (txid)

Undoes recorded changes for txid
® fn get last audit txid()
Gives txid of last logged transaction
select TRISEICICINEENNENSEINEEICT 1 on ( )
Combines two functions above.



When You F*** Up

™, jehsom@moshe (pts/11): ~

myclb=# =elect fr_undo_last_tranzactiond);
Fr_undo_last_transzact ion

UFOATE th_kokby ==t lakel = 'Crafts' where hokby = 'F°
1l row?

myclb=# [




When You F*** Up

™, jehsom@moshe (pts/11): ~

myclb=# =elect fr_undo_last_tranzactiond);
Fr_undo_last_transzact ion

UFOATE th_kokby ==t lakel = 'Crafts' where hokby = 'F°
1l row?

myclh=# =elect lakel trom th_hobby where hoblby = 72
lakbel

Crafts
vl row?

myclh=#
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Application Integration

® Don't want to? Don't have to!

® Two modifications if you want:
® Attach UIDs to transactions
® Attach descriptions to transactions



Attaching UIDs to DML

® fn set audit uid(uid)
® Match current user to
user table username col

® Otherwise, assume 0



Attaching UIDs to DML

&, jehsom@moshe (pts/0):

mycllb=# =elect * from th_entity order by entity;

entity | username | password | email_address | first_name | last_name
———————— e e et e
| root | frwlls | rootlEneadwerx,com | Sy=ztem | U=er
1 | mjacobhzon | {rull} | mozhelneadwers , com | Mo=zhe | Jacobhzon
2 | appuserl | (null? | appuszerléex<ample,com | App | U=er
(3 rows)

myclhb=# |




Attaching UIDs to DML

Tjchsom@moshe (Dt

myclb=# =zelect #* from th_entity order by entity;

entity | username | password | enail_address | first_name | last_nane
———————— e e e et T e
2 | root | {rull? | rootlEneadwerx,con | Sy=ztem | User
1 | mjacohson | {null? | moshelneadwers,comn | Mo=she | Jacob=son
2 | appuzerl | fnulll | appuzerl@de<amole,com | Apgp | U=er
3 rous )

myclb=# alter databaze mydb =et cyanaudit.,uszer_table = th_entity;

ALTER DATABASE

mycllb=# alter databaze mydb =et cyanaudit ,user_tahle_email_col = email_address:
ALTER DATABASE

mych=#% alter databaze nydb =et cyanaudit ,u=er_table_uid_col = entity;z

ALTER DATABASE

myclh=# alter databasze mydb zet cyanaudit ,uszer_table_username_col = username:
ALTER DATABASE

myclkb=# [




Attaching UIDs to DML

Tjchsom@moshe (Dt

myclb=# =zelect #* from th_entity order by entity;

entity | username | password | enail_address | first_name | last_nane
———————— e e e et T e
2 | root | {rull? | rootlEneadwerx,con | Sy=ztem | User
1 | mjacohson | {null? | moshelneadwers,comn | Mo=she | Jacob=son
2 | appuzerl | fnulll | appuzerl@de<amole,com | Apgp | U=er

L3 rows

myclb=# alter databaze mydb =et cyanaudit.,uszer_table = th_entity;

ALTER DATABASE

mycllb=# alter databaze mydb =et cyanaudit ,user_tahle_email_col = email_address:
ALTER DATABASE

mych=#% alter databaze nydb =et cyanaudit ,u=er_table_uid_col = entity;z

ALTER DATABASE

myclh=# alter databasze mydb zet cyanaudit ,uszer_table_username_col = username:
ALTER DATABASE

mycll=# "

pegl (9,3.4, server 9,3.37

You are now connected to databasze “"mydbh" as= uzer "postores",

mycb=# |




Attaching UIDs to DML

Tjchsom@moshe (Dt

myclb=# =zelect current_u=zer, fr_get_audit_uidih;
current_user | fr_get_audit_uid

postores I 0]
1 row?

mycb=# |




Attaching UIDs to DML

Tjchsom@moshe (Dt

myclb=# =zelect current_u=zer, fr_get_audit_uidih;
current_user | fr_get_audit_uid

postores I 0]
1 row?

mycdlb=# “c - mnjacobzon

pezgl (9,24.d, =erver 9,3,30

You are now connected to database "mydbh" as uzer "mjacobson”.,
myclkh=> §




Attaching UIDs to DML

Tjchsom@moshe (Dt

myclb=# =zelect current_u=zer, fr_get_audit_uidih;
current_user | fr_get_audit_uid

postores I 0]
1 row?

mycdlb=# “c - mnjacobzon
pezgl (9,24.d, =erver 9,3,30
You are now connected to database "mydbh" as uzer "mjacobson”.,
myclh=> =elect current_user, fr_get_audit_oidi);:
current_user | fr_get_audit_uid
______________ +_—_—_—_—_—_—_—_—_—
m, jacobEan I 1
1 rowd

myclkb=>




Attaching UIDs to DML

Tjchsom@moshe (Dt

m;ab:} zelect fr_set_audit_oid{Z);
fr_set_audit_uid

1l row?

mydb=> |




Attaching UIDs to

DML

Tjchsom@moshe (Dt

m;ab:} zelect fr_set_audit_oid{Z);
fr_set_audit_uid

1l row?

myckb=> =zelect current_u=zer, fr_get_audit_uidi);
current_user | fr_get_audit_uid

______________ +——————————————————

m jacokbson I 2

(1 row?

myclkb=>




Attaching UIDs to DML

Tjchsom@moshe (Dt

m;ab:} zelect fr_set_audit_oid{Z);
fr_set_audit_uid

1l row?

myckb=> =zelect current_u=zer, fr_get_audit_uidi);
current_user | fr_get_audit_uid

______________ +——————————————————

m jacokbson I 2

(1 row?

myclh=> =elect email_addreszs from th_entity where entity = 23
email_address

appuzerldex<amnple ,con
1l row?

myclkb=> §




Attaching UIDs to DML

Tjchsom@moshe (Dt

m;ab:} update th_entity =zet email_addreszz = '‘newlemail ,com' where entity = 2;
LUFDATE 1
myclkb=>




Attaching UIDs to DML

Tjchsom@moshe (Dt

myckb=> wupdate th_entity =zet email_addreszz = '‘newlemail ,com' where entity = 2;
UFDATE 1

myclb=> =elect * from wvw_audit_log where uid = 2 and recorded > nowi) -

myckb-> interwval 'S min'}

-[ RECORD 1 J---------—-———mmmmmmmo oo
recorded A01d4-05-17 12:12 1507, 922052
Lid E

user_email riewlEensil ,com

fom i 10332018

dezcription i1l

I

I

I

I

I
tahle_name | th_entity
column_name | email_address

I

I

I

I

phk_val 2

(u]! |

old_walue appuzerl@example ,comn
new_values riewEenail ,com

myclkb=>




Labeling transactions

,,,,,

the schema.
® Let's help them out.

® Two functions for labeling transati

2Oy )
fn label audit transactlQ,_ ' é@ tx1d)

I BET, vnu uqu EVERYTHING ABOUT
fn label last audit trapgac




Labeling transactions

¥, jehsom@maoshe (pts/7): ~

myclk=# =elect fr_lakel_last_audit_transaction?{'User Contact Info Updated'»:
tr_lakel_last_audit_transzaction

8315894527
1 row?

myclhb=#




Labeling transactions

¥, jehsom@maoshe (pts/7): ~

myclk=# =elect fr_lakel_last_audit_transaction?{'User Contact Info Updated'»:
tr_lakel_last_audit_transzaction

8315894527
1 row?

myclb=# =zelect #* from wvw_audit_log where txid = fr_get_last_audit_twid{r;
L 3 o e

recorded 2014-01-13 01:50:47 433418
Lid 2

user_email fewEdenail ,com

to i 281394527

dezcription | Uzer Contact Into Updated

I

I

I

I

I
table_name | th_entity
column_name | email_address

I

I

I

I

pk_wal 2

u] |

old_walue appuzerldexample ,com
nEn_values riewEdensil ,com

myclkb=# |




Log Rotation/Archival

® You’re gonna run out of space eventually.
® What is the solution?




Log Rotation/Archival

MAIN
TABLESPACE

th_audit event [«

th_audit_event current

ARCHIVE
TABLESPACE




Log Rotation/Archival

MAIN
TABLESPACE

th_audit event [«

th_audit_event current

ARCHIVE
TABLESPACE




Log Rotation/Archival

MAIN
TABLESPACE

th_audit event [«

th_audit_event current

ARCHIVE
TABLESPACE




Log Rotation/Archival

MAIN
TABLESPACE

th_audit event \

AN

ARCHIVE
TABLESPACE

\ th_audit_event current




Log Rotation/Archival

MAIN
TABLESPACE

th_audit event \

A

ARCHIVE
TABLESPACE

\

th_audit_event 20140309 0400




Log Rotation/Archival

MAIN
TABLESPACE

th_audit event

th_audit_event current

ARCHIVE
TABLESPACE

th_audit_event 20140309 0400




Log Rotation/Archival

MAIN
TABLESPACE

th _audit event

th_audit_event current

ARCHIVE
TABLESPACE

th_audit_event 20140309 0400

tb_audit_event 20140316 0400

th_audit_event 20140518 0400




Log Rotation/Archival

MAIN :
tb_audit_event current

TABLESPACE

tb_audit_event

ARCHIVE TABLESPACE

th_audit_event 20140309 0400

th_audit_event 20140316 0400

tb_audit_event 20140518 0400




Log Rotation/Archival

MAIN :
tb_audit_event current

TABLESPACE

th_audit_event

ARCHIVE TABLESPACE

th_audit_event 20140309 0400

MOAR
ARCHIVE th_audit event 20140316 0400
TABLESPACE

(Update Config)
th_audit_event 20140518 0400




Log Rotation/Archival

MAIN
th_audit_event th_audit_event current

TABLESPACE ]]’

1
/ ARCHIVE TABLESPACE

th_audit_event 20140309 0400

MOAR
ARCHIVE tb_audit_event 20140316 0400
TABLESPACE

(Update Config)
th_audit _event 20140518 0400




Log Rotation/Archival

® cyanaudit log rotate.pl

Log entries since last rotation become a new child
partition of parent table tb_audit_event.

y cyanaudit dump.pl

Back up audit data, remove old tables.

® cyanaudit restore.pl
Restore dumps created with cyanaudit_dump.pl



Wishlist — Nailed it!

Extension-based

Space-efficient, organized logging
Per-column control of logging
Attach descriptions to events
Scalability to years’ worth of logs
Export / import between log & files
Automated log maintenance

Easy recovery from mistakes



Cyan Audit Caveats

PostgreSQL version compatibility:
>= 9.3.3: All features supported

® <9.3.3: No DDL triggers. After any DDL you must
select fn update audit fields()

< 9.2.0: Must modify postgresqgl.conf with
custom varilable classes = cyanaudit

® <9.1.7: Not supported

Logs only tables with integer PK.
Logs only public schema.
Truncates are not logged.

Does not store original SQL.



Cyan Audit Challenges

Proper behavior with pg_dump/pg_restore
Log tables using OID as PK

Log tables in other schemas than public
Amazon RDB — non-extension version?
Automatic testing

Leverage 9.4's logical replication

Wide use, inclusion with PostgreSQL
core! YEAAH!




Questions? Comments?

Moshe Jacobson moshe@neadwerx.com
Download: http://cyanaudit.neadwerx.com

Thanks to Nead Werx, my employer, for
sponsoring the development of Cyan Audit.

()  NerRDWERX

va 8 THERE 15 AUVAYS A NEED™

audit
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